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REQUEST FOR PROPOSALS

8lall Gilyaw ool wloas

Tender Name

(@] a5l

RFQ-003171 Tender Number
20/07/2026 Release Date
27/07/2026 Questions Deadline
03/08/2026 Tender Closing Date

Bids must be submitted to the Procurement
Department at the Saudi Water Partnerships
Company through the SERB platform
in separate sealed envelopes (Technical Proposal
and Financial Proposal)

(User Guide to Registration)

(User Guide to submit proposals)

Submission

Send your inquiries to Procurement Dep.

(Procurement@swpc.sa)

Communication



https://wec-my.sharepoint.com/personal/a_alshehri_swpc_sa/Documents/Desktop/Vendor%20Registration%20Guide..pdf
https://wec-my.sharepoint.com/personal/a_alshehri_swpc_sa/Documents/Desktop/Vendor%20Submission%20Cycle%20-%20E.U%20Manual.pdf
mailto:Procurement@swpc.sa
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80 Windows,ouslgs

8 Linux dalil

8 Dockerwlaulns

12 (Microsoft + MySQL) wblu aclgd
1 Oracleplb)
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v SharePoint (Cloud)

v Microsoft ERP



Public - ple

EHENPWE A
SHARAKAT g

olall ol il duagaull dényiill
SAUDI WATER PARTNERSHIP COMPANY

3

Juolaill / sasll

Firewalls (Palo alto perimeter FW,

FortiGate internal FW)

PAM Segura

ClearPass NAC

Aruba Wireless Controller

Cisco Core Switch

Ivanti UDM + Patch Management
(Laptops)yilpul oaxiuall 8jg1
Netskope Proxy & DLP

Link Shadow NDR

Microsoft Purview

dobhiVl dpleo Glai  F,\,1
aall

Hybrid AD + Azure AD

Email exchange

2 Firewalls (Palo alto perimeter FW, FortiGate

internal FW)
PAM Sensegura
ClearPass NAC

Aruba Wireless Controller
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1 Cisco Core Switch

- Ivanti UDM + Patch Management
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(Draft Contract)aolS~>ig albg g désll o dsuui 11

Contract number; ******

*****: 3 ‘;‘ I rOgJ

Contract

This Contract is made and entered
into on the **/**/2024G, in Riyadh,
Saudi Arabia between the following
parties:

khkkkkhkkkkhkhkhkhkkkkkkhkhhhhhhhhhhhhhhkkkxhhhrk 3 'g' C

O PE/ [ 2 iy adsll 1am Lo GlaiVl o
o gl dwmll dSLooll (ol digas (8 ¢
Al Sl Yl

First party: Saudi Water Partnership
Company SM.L.L.C

A Single Member limited liability
company organized and existing under
the laws of the Kingdom of Saudi
Arabia with commercial registration
number (1010189400), whose Article of
Association Amendment is registered
with Notary Public in No. (41972904)
dated 04/05/1441H, and having its
principal office: Short Address No.
(RGRB7586), Building No. (7586), King
Fahad Road secondary No. (4119), Al
Rahmaniyah, Post code (12341), Unit
No.(18), Moon Tower, Riyadh, Kingdom
of Saudi Arabia, Telephone/
00966112808918, and whose
represented by: CEO, Mr. Khalid AL
Qureshi. Hereinafter referred to as the

oluadl WSl &sgeul &Syl : gVl gyl
(0.0.3.9.Ul

ggun WIS aslg yasub 45 ,mg
dolniV t8dg dnilég dalin d3ga=0
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“First Party” or the “Company”, or
“SWPC”".

And

Second party: HHrsssrR R

A Single Member limited liability
company organized and existing under
the laws of the Kingdom of Saudi
Arabia with commercial registration
number. (*********) dated **/**/1434 AH,
and its main office address is at: Short
Address No. (*****), Building No. (***), Al
*rxex*Road secondary No. (*****), Al
***** Dist, Post code (****), Riyadh,
Kingdom of Saudi Arabia, Telephone/

*kkkkk

represented by: Mr.

khkkhkhkkkkkkkkkkhkhhhhhhhx

as authorized,
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hereinafter referred to as the “Second Loyl
Party”, “Advisor” or “Service provider”.
The First Party and Second Party are
.collectively referred to as the “Parties”

:Preamble :dup ol

whereas the second party has the 4dy=ollg & pusdl sl LI Syl ul Cus

experience, knowledge, and 08 ualsllg

background in
KEXRERRRRRRRRRR KRR ERRRRRRRRRE 1) ]
whereas the first party expressed his
desire to benefit from those services
and occasions for the first party, the

Parties have agreed to the following:

kkkkkkkkkkkkkkkkkkkhkhkkhkkkkkkkkkkkkkkkhkk
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Article 1: Introduction Inclusion
The above preamble shall be deemed
as an integral part hereof.

doadnll algou i,lgVl dualoll
a2l 13m ¢yo Tz Y s jo oMl doadoll jisi

Article 2: Scope of Work
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The scope of work is according to
what was stated in the submitted offer
from the second party on **/***/2024,
and the offering from the second party
on **/***[2024,

b 48459 (9 1o o) 1889 Josll GUS puisy
ueysllg ol FE/™ [ 2y liy yog =l

) Sl bl go padoll
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Article 3: Location of Work
Riyadh, or any city in the Kingdom of
Saudi Arabia or outside according to

Jo=ll 690 :&WI dolall
aSLoally (5351 dnas slg ULyl diae (8

dsls Cuus lyo)ls gl dogeuwll du el

the business need. Jo=l

Article 4: Contract Price 8=l @luo asulyl dolall

The Price of the Option contract is | (F*****x*xrssaio )gm vl 13w &l bJLn:,-I
(FFFHRRRRR ) KRRERRRRRR R RRR R RRRE s )lonll QLS Aol Frrrrrrrrrrrrrrrrres
inclusive of all fees, expenses, VAT Any lpallg wléaillg wlsiVig oguw)llg

other taxes payable by the Second
Party to implement this Contract.

U o Ll Wbl e tolla ddmsuoll
082l 13m 3uaid

Article 5: Payment Terms

The first party shall make the
payments after deductions, if any, after
accomplishing each milestone based
on invoice issued by the second party
payable within (45) forty-five days from
date of receipt of invoice and the
approval of First party.

Payment Contract instalment At the
beginning of every 3 months

An annual purchase order is issued
until the specified period ends.

3- The payment to the PROVIDER to be
through:

Bank*sesseirink

kkkkkkkkkkkkkkkkkkkkk

Account No

I BAN_ *kkkkkkhhkhhkkhkhkk
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Article 6: Contract Period and
Termination
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The contract period (**) weeks from
**[**/2024, TO **/**/2024. which the
Second Party shall complete his
scope of work.

The First Party alone, may at any time
terminate this Contract by giving
written termination notice to the
Second Party specifying the effective
date of termination. And without the
First party having any liability,
compensation or fees to the Second
party except that the Second Party
shall be paid for services rendered up
to the date of termination.
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Article 7: Contract Documents

This Contract consists of provisions
stated herein and, in addition, to the
terms and conditions stated in the
following documents, which shall be
deemed integral parts of this Contract:
Second Party’s Legal documents.

The Company’s General Terms and
Conditions.

REQUEST FOR PROPOSALS. Dated on
**[**/2024

And Second Party Technical Proposal
on Financial proposal dated
**[**/2024,

In case of contradiction between the
Contract and the provisions of the
Contract documents, the Contract
then each document prevails upon the
one that follows it in the order
indicated in this article.
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Article 8: Sanctions

the Second Party is late for If
completing the work and delivering it
in full on the specified dates and the
company did not terminate the
contract, the Second Party is obliged
to pay compensation for the period in
which the completion or completion of
the work is delayed. The fine shall be
calculated as follows:

A quarter of the average daily cost for
each day of delay in the first 15 days (1-
15 days).

Half the average daily cost for each
day of delay of the fifteen days
following the above period (16-30
days).

Full daily average cost for each day of
delay after 30 day (30 days).

The sum of the fine shall not exceed
20% of the value of the contract.
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Article 9: Intellectual Property
All documents prepared by the
Second Party in the course of
performing the work shall be the
propriety right of the First Party.
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Article 10: Jurisdiction and Governing
Law

This Contract shall be governed by the
laws of the Kingdom of Saudi Arabia
and any dispute that may arise
between the Parties and which cannot
be settled amicably shall be referred
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to the competent authorities in Riyadh
according to the laws and regulations
in the Kingdom of Saudi Arabia.
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Article 11: Copies and Signatures

The Parties have signed this bilingual
/2024G, in Riyadh in **/**Contract on
duplicate original copies with each
copy consisting of Arabic and
corresponding English provisions; and
in the event of any contradiction
between the two languages the Arabic
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language shall prevail. Each of the Ly 1>g o0
Parties has received an original signed
copy of this Contract.

First Party Jg VI &yl

Name: Khaled AlQureshi

Chief Executive Officer Title:

Signature:

Date: */**/2024
Second Party
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Name:

Title: authorized

Signature:

Date: **/**/2024
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General Terms & Conditions

1. DEFINITIONS

1.1

12

1.3

1.4

1.5

1.6

1.7

1.8

1.9

110

Al

“CONTRACTOR"” means the professional entity, and/or any of its
SUBCONTRACTORS, providing the services.

“CONTRACTOR REPRESENTATIVE” means a party of parties authorized by the
CONTRACTOR to act on behalf of the CONTRACTOR with whom COMPANY may
consult at all reasonable times and whose instructions, requests and decisions
shall be binding on the CONTRACTOR as to all matters pertaining to the
CONTRACT.

“AMENDMENT"” means any written alteration to the CONTRACT signed by both

parties.

“CHANGE" has the meaning set forth in Paragraph 14.1.
“CHANGE ORDER” has the meaning set forth in Paragraph 14.4.
“COMPANY"” means Saudi Water Partnership Company S.M.L.L.C.

“COMPANY REPRESENTATIVE” means a party or parties authorized by the
COMPANY to act on behalf of the COMPANY to coordinate the CONTRACT
activities and may consult at all reasonable times, and whose instructions,
requests and decisions shall be binding on the CONTRACTOR as to all matters
pertaining to the CONTRACT.

“CONTRACT"” means these
GENERAL TERMS AND CONDITIONS.

“FORCE MAJEURE" as used in the GENERAL TERMS AND CONDITIONS shall
mean any act, event, cause, or occurrence rendering a party unable to perform its
obligations which is not within the reasonable control of such party or its

subcontractors.
“GENERAL TERMS AND CONDITIONS" this document.

“KINGDOM"” means the Kingdom of Saudi Arabia.
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“PROPOSAL"” means the proposal prepared by the CONTRACTOR to the
COMPANY entitled for the_ Media coverage of events and occasions and
incorporated by reference under the CONTRACT.

“SERVICES” means all the work and services to be performed by the
CONTRACTOR pursuant to this CONTRACT.

“SERVICES SITE” means all locations at which the CONTRACTOR performs any
portion of the SERVICES.

“SUBCONTRACT” means any subcontract entered into between the
CONTRACTOR and any of its SUBCONTRACTORS.

"CONFIDENTIAL INFORMATION" means all information of the COMPANY

(whether of a technical, legal, business, or financial nature or otherwise) in

whatever form, including:

(a)

any techniques, methods, programs, source code, object code, software,
materials, photographs, documents, or manuals of the COMPANY used in its
business.

any information relating to the shareholders, employees, affiliates, business
affairs, accounts, procurement plans, prospects, research, management, or
finances of the COMPANY.

any databases, specifications, drawings, records, reports, software, or any
source of information obtained and paid for by the COMPANY.

the terms and contents of this CONTRACT.

all information and documents designated or marked as "confidential" or
"proprietary" and disclosed by or on behalf of the COMPANY to the
CONTRACTOR,

any information regarding the Project or any other projects being
considered, prepared, or procured by the COMPANY; and

any other documents, material, and information whether in writing or
otherwise concerning the COMPANY to which the CONTRACTOR gains
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access, or of which the CONTRACTOR becomes aware of or learns whether
before, during or after this CONTRACT with the COMPANY,

but does not include information that:

(h)

is or becomes generally known to the public otherwise than through a breach
of this CONTRACT or other obligation of confidentiality owed to the
COMPANY or a third party.

is obtained by the CONTRACTOR from a third party without breach by that
third party of any obligation of confidence concerning that information.

"CONFIDENTIAL INFORMATION" means all information of the COMPANY

(whether of a technical, legal, business, or financial nature or otherwise) in

whatever form, including:

1)

any techniques, methods, programs, source code, object code, software,
materials, photographs, documents, or manuals of the COMPANY used in its
business.

any information relating to the shareholders, employees, affiliates, business
affairs, accounts, procurement plans, prospects, research, management, or
finances of the COMPANY.

any databases, specifications, drawings, records, reports, software, or any
source of information obtained and paid for by the COMPANY.

the terms and contents of this CONTRACT.

all information and documents designated or marked as "confidential" or
"proprietary" and disclosed by or on behalf of the COMPANY to the
CONTRACTOR,

any information regarding the Project or any other projects being
considered, prepared, or procured by the COMPANY; and

any other documents, material, and information whether in writing or
otherwise concerning the COMPANY to which the CONTRACTOR gains
access, or of which the COMPANY becomes aware of or learns whether
before, during or after this CONTRACT with the COMPANY,
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but does not include information that:

(a)

2.0

is or becomes generally known to the public otherwise than through a breach
of this CONTRACT or other obligation of confidentiality owed to the
COMPANY or a third party.

is obtained by the CONTRACTOR from a third party without breach by that
third party of any obligation of confidence concerning that information.

GENERAL OBLIGATIONS OF CONTRACTOR

The CONTRACTOR shall, in accordance with and subject to the terms and

2.1

22

2.3

24

25

2.6

27

conditions of the CONTRACT, these GENERAL TERMS AND CONDITIONS
and in conformity with the PROPOSAL:

Perform the SERVICES described in the PROPOSAL in accordance with

the specifications and standards set forth or referred therein.

Except as otherwise provided in the PROPOSAL, provide all the labour and
supervision required to perform the SERVICES.

Except as otherwise provided in the PROPOSAL, provide computer
equipment, computer programs, technical aids, office supplies, materials,

tools, and equipment required to perform the SERVICES.

Obtain all permits, licenses and other governmental or other
authorizations which must be obtained in the CONTRACTOR's name, and

which are necessary for the performance of the SERVICES.

Appoint one or more CONTRACTOR REPRESENTATIVE(s) for the duration
of the CONTRACT.

Provide catering, accommodation, and transportation for all the
CONTRACTOR's personnel.

Perform all other obligations required by the terms and conditions of the
CONTRACT.



Public - ple

SHARAKAT g

olall ol il duagaull dényiill
SAUDI WATER PARTNERSHIP COMPANY

3.0 CONTRACTOR'S PERSONNEL

3.1

3.2

3.3

34

3.5

The CONTRACTOR warrants that it has sufficient competent and fully
qualified personnel able and reasonably available to execute the
SERVICES in the manner and within the time required by the CONTRACT.
As soon as reasonably possible after signature of the CONTRACT, the
CONTRACTOR shall submit to the COMPANY, for the COMPANY's
approval, a list of curricula vitae of the key personnel selected to perform
the SERVICES. The CONTRACTOR's personnel approved by the
COMPANY shall not be removed, reassigned, or replaced by the
CONTRACTOR for any reason without the COMPANY’s approval which

shall not be unreasonably withheld.

In obtaining additional personnel to supplement its permanent staff in the
performance of the in-KINGDOM portion of the SERVICES, the
CONTRACTOR shall give priority to qualified KINGDOM Nationals.

The CONTRACTOR specifically acknowledges its responsibility to adhere
to and abide by the KINGDOM'’s requirements with regards to the issuance
of visas for its expatriate personnel. Non issuance of visas to the
CONTRACTOR's expatriate personnel by the KINGDOM shall not relieve
the CONTRACTOR of its obligation to perform the SERVICES. The
CONTRACTOR's expatriate personnel shall obtain the required passports,
visas, and permits necessary to gain entrance into, and exit from, the
KINGDOM.

The CONTRACTOR shall not during the SERVICES, offer employment to
any KINGDOM National who is at such time an employee of the COMPANY,
without COMPANY'’s prior written consent.

When working in the KINGDOM, all of the CONTRACTOR's personnel shall
have in their possession all required and properly validated licenses or
certificates prescribed by the KINGDOM as being necessary for the
performance of those aspects of the SERVICES to which they are
assigned. The CONTRACTOR shall provide to the COMPANY upon the
COMPANY’s request copies of these licenses or certificates.
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The CONTRACTOR or CONTRACTOR's personnel, shall pay all taxes,
penalties, custom duties, fees, levies, assessments, and charges required
or levied by the Government of the KINGDOM and the government of any
country, or any political subdivision thereof, arising out of or relating to the
performance of the SERVICES without claim for reimbursement from the
COMPANY.

While working in the COMPANY's offices, or on the designated site, the
CONTRACTOR's personnel shall comply with all applicable work rules,
health and safety rules and instructions issued by the COMPANY or the

owner of the property for its own employees.

The CONTRACTOR agrees to defend, indemnify, and hold the COMPANY
harmless from any expense, loss, damage, fine or penalty incurred by,
assessed against, or demanded from the COMPANY as a result of
CONTRACTOR's failure to fulfil the obligations set forth in this Paragraph 3.

All of the CONTRACTOR's and the SUBCONTRACTOR’s personnel
performing the SERVICES in the KINGDOM shall be physically fit and free
from communicable diseases as defined by the Ministry of Health of the
KINGDOM, the CONTRACTOR shall immediately inform the COMPANY
REPRESENTATIVE upon discovery of any cases of communicable diseases
among its personnel or the personnel of its SUBCONTRACTOR’s and the
action it has taken in accordance with the Ministry of Health reporting

requirements.

The CONTRACTOR specifically acknowledges its responsibility to its

personnel pursuant to the Labour Law of the KINGDOM and of its country.

Upon the COMPANY's written request based on objective reasons, the
CONTRACTOR shall at its own expense, remove from employment in the
SERVICES any CONTRACTOR personnel determined unsuitable by the
COMPANY, acting reasonably, and promptly replace them with personnel
acceptable to the COMPANY.

Allthe CONTRACTOR'S personnel shall be able to speak, read and write
English and be able to read and interpret documents required for the
performance of the SERVICES.
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4.0 SERVICES REVIEW BY COMPANY
The COMPANY REPRESENTATIVE shall be entitled to be
present at all locations where the CONTRACTOR is engaged

in the performance of the SERVICES at all times to review

and verify all aspects of their performance of the SERVICES.

5.0 CONTRACTOR SAFETY AND LOSS PREVENTION REQUIREMENTS

5.1 The CONTRACTOR shall, when performing the SERVICES in the KINGDOM,
at all times comply with, and ensure that its employees and agents comply
with established International Conventions of Safety and Loss Prevention
rules and regulations. The CONTRACTOR shall take, or cause to be taken,
any additional measures which the COMPANY REPRESENTATIVE may
direct to protect against injury to, death of, any person, or damage to, or
loss of, any property during the CONTRACTOR’s performance of the
SERVICES.

5.2 If the working environment so requires, the CONTRACTOR shall provide
and enforce the use of necessary personnel protective and safety

equipment.

6.0 GENERAL OBLIGATION OF COMPANY
In accordance with the CONTRACT, the COMPANY shall:

6.1 Perform all of COMPANY's obligations in such time and manner as to
facilitate the orderly execution of the SERVICES.

6.2 Obtain all permits, licenses, and other governmental authorizations which
must be obtained in the COMPANY’s name, and which are necessary for
the performance of the SERVICES; and
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Appoint one or more COMPANY REPRESENTATIVE(s).

TITLE TO DOCUMENTATION

All relevant documents furnished to the CONTRACTOR are, and shall
continue to be, the property of the COMPANY. Neither the CONTRACTOR
nor any SUBCONTRACTOR shall reproduce or copy any such materials in
whole or in part except as required to perform the SERVICES. All such
material together with all copies of such documents, upon request from
the COMPANY, shall promptly be returned to the COMPANY upon
expiration or termination of the CONTRACT.

All SERVICES developed by the CONTRACTOR under the CONTRACT,
whether completed or not, upon payment of the relevant payment
milestone by the COMPANY, shall become the property of the COMPANY.
Upon settling the payment of the relevant milestone, the COMPANY shall
have the unlimited and unrestricted right to use and possess such for

whatever purpose.

Neither the CONTRACTOR nor any of its SUBCONTRACTORS, their
personnel or agents, shall divulge to anyone other than persons
designated by the COMPANY any information supplied by the COMPANY
during the course of the SERVICES so long as and to the extent that, the
information does not become part of the public domain. The restriction on
disclosure of information shall not apply to information furnished or made
known to the CONTRACTOR by a third party without restriction as to its
use or was within the CONTRACTOR's possession at the time of disclosure
by the COMPANY.

The CONTRACTOR warrants that any SERVICES rendered by the
CONTRACTOR for or under the CONTRACT shall not infringe any valid
copyright owned or controlled by any other party. As regards such, the
CONTRACTOR shall indemnify and hold the COMPANY harmless from any
claims, losses, expenses, or damages arising out of or incurred by reasons

of any actual or alleged infringement of copyright.
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Confidentiality

The CONTRACTOR covenants and undertakes:

(a)

(b)

to keep confidential all CONFIDENTIAL INFORMATION.

not to disclose any CONFIDENTIAL INFORMATION to any person
otherthan the CONTRACTOR's Personnel who need the information
in the proper performance of the Services (subject always to the
provisions of Clause 7.5.1(c), or as required by law, or otherwise with
the prior written consent of the COMPANY.

that where the CONTRACTOR discloses any CONFIDENTIAL
INFORMATION to the CONTRACTOR's Personnel in accordance
with Clause 7.5.1(b), the CONTRACTOR shall in advance of such
disclosure first make any such CONTRACTOR's Personnel aware of

the terms of this clause 7.5.

not without the specific prior written consent of the COMPANY to
disclose any CONFIDENTIAL INFORMATION to any person
(including without limitation any bidder, potential bidder or other
market participant) regarding the status of any project, tender or
potential project or tender or any decision taken or possible
decision to be taken by the COMPANY in connection with any
project or tender, other than as expressly authorised by the

COMPANY as part of the applicable formal tender process;

establish and maintain effective security measures to protect the
CONFIDENTIAL INFORMATION against unauthorised access, use,

copying or disclosure.

to immediately notify the COMPANY of any unauthorised access to,
use or disclosure of the CONFIDENTIAL INFORMATION; and
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(9) to comply with any direction from the COMPANY in relation to the
protection of the CONFIDENTIAL INFORMATION.

On termination or expiry of this CONTRACT, any right to access, use, copy
or disclose the CONFIDENTIAL INFORMATION will cease immediately and
the CONTRACTOR must promptly return to the COMPANY any or all copies
of CONFIDENTIAL INFORMATION within its custody or control or give an
undertaking that all such CONFIDENTIAL INFORMATION has been
destroyed. The CONTRACTOR may retain one copy of the CONFIDENTIAL
INFORMATION to meet its surviving obligations under this CONTRACT and

to fulfil its legal requirements, if any, to retain such information.

The CONTRACTOR must ensure that the CONTRACTOR's Personnel do
not do, or omit to do, anything which, if done by the CONTRACTOR, would
breach this clause 7.5. Notwithstanding anything to the contrary in this
CONTRACT, the CONTRACTOR is, and remains, liable for any breaches of
confidentiality by the CONTRACTOR's Personnel.

The CONTRACTOR must not issue any information, publication, document
or article for publication concerning the Services or the Project in any

media without the prior written consent of the COMPANY.

This clause 7.5 shall remain in full force and effect notwithstanding any
termination or expiry of this CONTRACT.

WARRANTIES AND REMEDY OF DEFECTS

The CONTRACTOR warrants that it shall perform the SERVICES in a professional
manner and in accordance with best international standards and practices and in
accordance with the timeframe set out in this CONTRACT. The CONTRACTOR
shall promptly notify the COMPANY in writing if any instruction or revision to the
SERVICES affects CONTRACTOR's ability to meet the warranties made herein.

If at any time prior to or within one (1} year after completion of the SERVICES it is
discovered that the SERVICES or any part thereof was not performed by the
CONTRACTOR in accordance with the obligations under this Paragraph 8.1 the
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CONTRACTOR shall perform remedial SERVICES at the COMPANY's direction and
at the CONTRACTOR'S own expenses necessary to correct the deficiency of the
SERVICES. Should the CONTRACTOR fail or refuse to perform such corrective
SERVICES, the COMPANY, at its option, may perform itself, or through others,
some or the entire corrective work and charge the cost thereof to the
CONTRACTOR. Neither the COMPANY's failure to discover defective work,
approval of such work or any portion thereof, nor payment to CONTRACTOR shall
excuse CONTRACTOR from its obligations under this warranty.

RISKS DISTRIBUTION BETWEEN COMPANY AND CONTRACTOR

The CONTRACTOR shall be responsible for and shall release and hold harmless
the COMPANY and the personnel or agents of the COMPANY, from liability
resulting from loss of, or damage to, the CONTRACTOR’s or SUBCONTRACTOR's
tools and equipment whether owned or rented and wherever located, which are

used or intend for use in performing the SERVICES.

The CONTRACTOR shall compensate the COMPANY for loss of, or damage to, the
COMPANY’s or any third party’s property, which results from the negligence or
wilful misconduct of the CONTRACTOR or its SUBCONTRACTOR in the
performance of the SERVICES.

The CONTRACTOR shall indemnify and hold harmless the COMPANY and its
personnel or agents or any of them (hereafter individually and collectively referred
to as “INDEMNIFIED PARTY”) from claims, demands and causes of action asserted
against the INDEMNIFIED PARTY by any person (including, without limitation, the
CONTRACTOR’s and the INDEMNIFIED PARTY's employees, the
SUBCONTRACTOR's and employees of such SUBCONTRACTORS and any other
third party) for personal injury or death and for loss of, or damage to, property to
the extent resulting from the negligence or wilful misconduct hereunder of the
CONTRACTOR, the SUBCONTRACTORS of the employees or agents of any of

them.

The CONTRACTOR shall indemnify and hold harmless the COMPANY from any and

all claims, losses, expenses, and damages arising from, or related to, any criminal
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misappropriations or misapplication by any of the CONTRACTOR's personnel of
any property, whether tangible or intangible, occurring during the course of, orin

connection with, the performance of the SERVICES.

The CONTRACTOR, its agents and SUBCONTRACTOR's shall not be liable to
COMPANY nor shall the COMPANY be liable to the CONTRACTOR, its agents and
SUBCONTRACTORS, for any consequential damages, including but not limited to
loss of profit or products whether such liability is based or claimed to be based
upon any breach of either party’s obligations under the CONTRACT, or whether
such liability is based, or claimed to be based, upon any negligent act or omission
of a party, its personnel, agents, appointed representatives, or any of the
SUBCONTRACTORS.

The maximum CONTRACTOR liability shall be equal to the total fee payable.

SUSPENSION OF SERVICES

The COMPANY may at any time suspend performance of the SERVICES, or any
part thereof, by giving the CONTRACTOR fourteen (14) days’ prior written notice
specifying the SERVICES to be suspended and the effective date of such
suspension. The CONTRACTOR shall cease all activities on suspended SERVICES
on the effective date of suspension but shall continue to prosecute any
unsuspended SERVICES. The CONTRACTOR shall take all actions necessary to
maintain and safeguard the suspended SERVICES. The COMPANY shall not be
liable for loss of anticipated profits of for any damages or any other costs incurred
with respect to suspended SERVICES during the period of suspension but shall be
entitled to issue an invoice for a fair proportion of any payment milestones that
was requested by SWPC to be initiated and have been partially completed at the

time of suspension.

The COMPANY may, at any time, direct the CONTRACTOR to proceed with all or
any part of the suspended SERVICES by giving fourteen (14) days’ written notice to
the CONTRACTOR specifying the part of SERVICES to be resumed and the
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effective date of the resumption. Suspended SERVICES shall be promptly
resumed by the CONTRACTOR after receipt of such notice.

In the event that SWPC does not make prompt payment of any payment milestone
(in accordance with the terms), the CONTRACTOR may serve notice on SWPC to
remedy such payment default. If the relevant payment default has not been
remedied within thirty (30) days, the CONTRACTOR shall have the right to suspend
the performance of the WORKS.

TERMINATION AT THE COMPANY'S CONVENIENCE

The COMPANY may at any time, and at its sole discretion, terminate the
CONTRACT or any part of the SERVICES by giving written notice to the
CONTRACTOR specifying the SERVICES or portion thereof to be terminated and

the effective date of termination.

The COMPANY may at any time, and at its sole discretion, direct the
CONTRACTOR to terminate any SUBCONTRACT or any part of the SERVICES
performed by any such SUBCONTRACTOR by giving written notice to the
CONTRACTOR specifying the SUBCONTRACTOR orthe SUBCONTRACTOR’S

SERVICES to be terminated and the effective date of termination.

Should the COMPANY terminate the CONTRACT, any SUBCONTRACT, any portion
of the SERVICES or any portion of the SERVICES performed under any
SUBCONTRACT in accordance with either Paragraph 11.1 or Paragraph 11.2, the
CONTRACTOR shall, or shall direct any SUBCONTRACTOR to, stop performance

of the SERVICES involved on the effective date of termination.

The CONTRACTOR shall submit, or the CONTRACTOR shall procure that its
SUBCONTRACTOR shall submit, to SWPC all supporting documents in evidence
of the costs incurred in consequence of termination. Upon receipt and verification
of the CONTRACTOR's invoice and all supporting documents, the COMPANY shall,
in full and final settlement of its obligations hereunder, pay the CONTRACTOR all
amounts due and payable for the SERVICES performed up to the effective date of
termination, including a fair proportion of any payment milestones that was
requested by SWPC to be initiated and have been partially completed at the time

of termination.
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TERMINATION BY COMPANY FOR CAUSE

Should the CONTRACTOR commit a material breach of the CONTRACT or the
GENERAL TERMS AND CONDITIONS, including, for sake of clarity, any material
delay, the COMPANY may demand in writing full corrective action. If within thirty
(30) days thereafter the CONTRACTOR fails to remedy the breach, the COMPANY
may at any time during the continuance of the breach, and without prejudice to the
exercise of any other rights or remedies which may be available to it, terminate the
CONTRACT, direct the CONTRACTOR to terminate any SUBCONTRACT, any
portion of the SERVICES or any portion of the SERVICES performed under any
SUBCONTRACT by giving the CONTRACTOR notice to that effect. Should the
CONTRACTOR commit an act of bankruptcy or seek legal or equitable relief for
reasons of insolvency, or become unable to meet is financial obligations, the
COMPANY may without prejudice to the exercise of any other rights or remedies
which may be available to it immediately terminate the CONTRACT or any portion
of the SERVICES by giving the CONTRACTOR notice to that effect. Any
termination pursuant to this Paragraph 12.1 shall be effective on the date specified
in the COMPANY's notice.

On the day on which the notice of termination under Paragraph 12.1 above
becomes effective, the CONTRACTOR shall, or the CONTRACTOR shall direct its
SUBCONTRACTOR to, stop performance of the terminated SERVICES. The
COMPANY shall then be entitled to complete the terminated SERVICES either
itself or through others, and also retain all amounts which are due and owing to the
CONTRACTOR under this CONTRACT or any other agreement between the
parties until the damages to the COMPANY resulting from CONTRACTOR's breach
of CONTRACT, including the COMPANY’s reasonable and verifiable costs of
completing the terminated SERVICES have been determined. If the cost to the
COMPANY to complete the terminated SERVICES is greater than the
compensation the COMPANY would have paid the CONTRACTOR for completing
such SERVICES pursuant to the CONTRACT, then the COMPANY shall deduct the
difference from the retained amounts. If the difference exceeds the retained
amounts, the CONTRACTOR shall pay the COMPANY that difference.
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In case if the CONTRACTOR has attempted - by himself or through others, directly
or indirectly - to bribe one of the company’s or CLINET representatives, or has
obtained the CONTRACT through bribery, fraud, or deception, or has practiced
any of these during the implementation of the CONTRACT, The CLIENT shall then
be entitled to complete the terminated SERVICES either itself or through others,
and also retain all amounts which are due and owing to the CONTRACTOR under
this CONTRACT or any other agreement between the parties until the damages to
the CLIENT resulting from CONTRACTOR’s breach of CONTRACT, including the
CLIENT's reasonable and verifiable costs of completing the terminated SERVICES
have been determined. If the cost to the CLIENT to complete the terminated
SERVICES is greater than the compensation the CLIENT would have paid the
CONTRACTOR for completing such SERVICES pursuant to the CONTRACT, then
the CLIENT shall deduct the difference from the retained amounts. If the
difference exceeds the retained amounts, the CONTRACTOR shall pay the CLIENT

that difference.

CONTRACTOR OBLIGATIONS UPON SUSPENSION OR TERMINATION

If the CONTRACT or any portion of the SERVICES is suspended or terminated as
provided in Paragraphs 10, 11, or 12 of these GENERAL TERMS AND CONDITIONS,
and if the COMPANY so requests, the CONTRACTOR shall immediately make
every reasonable effort to procure cancellation of some or all existing agreements
or other obligations entered in to by the CONTRACTOR with its
SUBCONTRACTORS, suppliers or others upon terms satisfactory to the
COMPANY. Alternatively, the COMPANY may direct the CONTRACTOR to execute
and deliver to the COMPANY all documents related thereto required by the
COMPANY and take all steps necessary to fully vest in the COMPANY the rights
and benefits of the CONTRACTOR under existing agreements or other obligations
with its SUBCONTRACTORS, suppliers, and others. In addition, the CONTRACTOR
shall make all reasonable efforts to protect the SERVICES already in progress, to
protect materials, equipment and supplies in transit at the SERVICES SITE and to
minimize all costs to the COMPANY and the CONTRACTOR resulting from such

suspension or termination.
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CHANGE ORDERS REQUSTED BY COMPANY

The COMPANY may at any time, by written notice to the CONTRACTOR, request an
addition to or deletion from or other changes in the SERVICES (together with any
necessary or requested amendments to the CONTRACT with respect thereto)
(hereinafter a "CHANGE" or "CHANGES"). The CONTRACTOR shall reasonably
review and consider such requested CHANGE and shall make a written response
thereto within fourteen (14) days after receiving such request. The COMPANY may
also include the expected effect on CONTRACTOR's cost, schedule, warranty
obligations and other provisions hereof resulting from the requested CHANGE

(particularly in case of reduction).

If CONTRACTOR believes that giving effect to any CHANGE requested by
COMPANY will increase or decrease its cost of performing the SERVICES, shorten
or lengthen the time needed for completion of the SERVICES, require modification
of its warranties in Paragraph 8 of these GENERAL TERMS AND CONDITIONS or
require a modification of any other provisions of the CONTRACT, its response to
the CHANGE request shall set forth such change (including any amendments to
the CONTRACT) that the CONTRACTOR deems necessary as a result of the
requested CHANGE and its justification thereof.

In the event that the CONTRACTOR fails to respond to the COMPANY’s request
for a CHANGE (as requested under Paragraph 14.1) or notify COMPANY of any
changes as to cost, schedule, warranty obligations of other provisions hereof (as
required under Paragraph 14.2) resulting from the requested CHANGE within
fourteen (14) days after receiving the COMPANY’s request for such CHANGE, the
CONTRACTOR shall be deemed to have accepted the requested CHANGE
(including such amendments to the CONTRACT, if any) as specified by the
COMPANY (including such amendments to the CONTRACT, if any, as specified
therein) unconditionally and without additional consideration or other
amendments hereto (except as specified by COMPANY in its request). In which
event such requested CHANGE shall be deemed to be a CHANGE ORDER and the
CONTRACTOR shall have waived any claims or offsets against the COMPANY as a
result of the CHANGE ORDER.
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If such changes as to cost, schedule, warranty obligation or other provisions
hereof cannot be determined within the specified fourteen (14) day period, and the
CONTRACTOR submits a notice to the COMPANY within such fourteen (14) Day
period that the requested CHANGES will have an effect on costs, schedule,
warranty obligations or other provisions hereof and provides the expected date
(which shall be as soon as reasonably practicable) for its response with respect
thereto, the requested CHANGE shall not become a CHANGE ORDER so long as
the CONTRACTOR provides such information as to the effect on costs, schedule,
and warranty obligations and other provisions hereof by the date specified by the
CONTRACTOR.

If the CONTRACTOR accepts the CHANGES requested by the COMPANY
(together with such amendments to the CONTRACT, if any, specified therein), or if
the Parties agree upon a modification of such requested CHANGES, the Parties
shall set forth the agreed upon CHANGE in the SERVICES and agreed upon
amendments to the CONTRACT, if any, in a written CHANGE ORDER signed by
both parties (a “CHANGE ORDER"). The SERVICES of the CHANGE ORDERS shall

not be performed prior to the mutual agreement of both Parties.

CHANGE ORDERS REQUESTED BY CONTRACTOR

The CONTRACTOR may at any time, by written notice to the COMPANY, request a
CHANGE in the SERVICES (together with any necessary or requested
amendments to the CONTRACT with respect thereto). The COMPANY shall
reasonably review and consider such requested CHANGE and shall make a written

response thereto within twenty-one (21) days after receiving such request.

If the CONTRACTOR believes that such requested CHANGE will increase or
decrease its cost of performing the SERVICES, length or shorten the time needed
for completion of the SERVICES, require modification of its warranties in
Paragraph 8 of the GENERAL TERMS AND CONDITIONS or require a modification
of any other provisions of the CONTRACT, it shall notify the COMPANY of such in
its request for CHANGE.
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15.3 If the COMPANY accepts the CHANGES requested by the CONTRACTOR

(together such amendments to the CONTRACT, if any, as specified therein), or if
the Parties agree upon a modification of such requested CHANGES the Parties
shall set forth the agreed upon CHANGES in the SERVICES and agreed upon
amendments to the CONTRACT, if any, in a written CHANGE ORDER signed by
both Parties.

16.0 CHANGE ORDER PRICING

16.1 The Parties agree to bargain reasonably and in good faith for the execution of a

mutually acceptable lump sum CHANGE ORDER, where applicable.

17.0  SETTLEMENT OF CLAIMS AND DISPUTES

17.1 Should any dispute arise between the COMPANY and the CONTRACTOR, during
the CONTRACTOR's performance of the SERVICES, the CONTRACTOR shall,
unless the COMPANY directs otherwise, continue to perform the SERVICES and
any additional SERVICES, which the COMPANY may direct the CONTRACTOR to

perform.

17.2 It shall be the CONTRACTOR’s responsibility to inform the COMPANY within
fourteen (14) days following its occurrence or discovery, of any item or event, which
the CONTRACTOR knows, may result in a request for additional compensation
under the CONTRACT. The Parties shall endeavour to satisfactory resolve the
matter and should it not be disposed of to the CONTRACTOR's satisfaction, the
CONTRACTOR shall within fourteen (14) days deliver a written notice of claim to
the COMPANY with a copy thereof being sent to:

The Chief Executive Officer
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Saudi Water Partnership Company S.M.L.L.C
P.O. Box 300091

Riyadh 11372

Kingdom of Saudi Arabia

Telephone: +966-11-2808910

Telefax: +966-11-2808929

Failure to notify the COMPANY within the above specified period, or failure to
supply the COMPANY with information sufficient to evaluate the CONTRACTOR's
position, shall constitute a basis for rejecting any claim by the CONTRACTOR

based on such item or event.

Should the CONTRACTOR and the COMPANY be unable to agree upon a
settlement of any claim, the COMPANY will advise the CONTRACTOR in writing of

its determination.

If the CONTRACTOR rejects the COMPANY’s written determination in regard to
any CONTRACTOR claim.

TAX CERTIFICATES

CONTRACTOR hereby agrees to present to COMPANY promptly after the

commencement of WORK in the KINGDOM at the beginning of each Gregorian
year, or applicable fiscal period thereafter, the appropriate temporary of final
certificate from the Saudi Arabian Government Department of Zakat and Income
Tax which confirms that all applicable Zakat and CONTRACTOR income tax
obligations have been paid by CONTRACTOR throughout the previous year or
period. Notwithstanding anything contained elsewhere in this Contract to the
contrary, CONTRACTOR agrees that any amount due under this Contract shall be
payable only after such certificates, however, CONTRACTOR shall continue to
perform diligently and to fulfil all obligations under the Contract. COMPANY shall
also withhold payment of CONTRACTOR last invoice submitted during each
Gregorian year or applicable fiscal period and of CONTRACTOR's final invoice
under this Contract until CONTRACTOR has presented to COMPANY final
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certificates from the Directorate of Zakat and Income Tax which confirm that all
applicable Zakat and income tax obligations have been paid by CONTRACTOR

through the previous year or period.

FORCE MAJEURE

If either party is unable, either wholly or in part, by reasons of a FORCE MAJEURE
EVENT to perform its obligations under the CONTRACT, it is agreed that
performance of such obligations by such party insofar as they are affected by
such FORCE MAJEURE EVENT, shall be excused from the occurrence of any such
event until it is ended. The party claiming an inability to perform shall, immediately
after the occurrence of the FORCE MAJEURE EVENT, notify the other party, in
writing, of the nature, date of occurrence and expected duration of the FORCE
MAJEURE EVENT and the extent to which it will prevent the party giving such
notice from performing its obligations under the CONTRACT. The party claiming
inability to perform shall promptly mitigate the effect of such FORCE MAJEURE
EVENT to the extent it may be mitigated through the exercise of reasonable

diligence.

Should the SERVICES be delayed or stopped for more than thirty (30) consecutive
days because of the FORCE MAJEURE EVENT, the COMPANY shall have the right
to either suspend the SERVICES affected pursuant to Paragraph 10 of the
GENERAL TERMS AND CONDITIONS or terminate the CONTRACT or the portion
of the SERVICES involved pursuant to Paragraph 11 of the GENERAL TERMS AND
CONDITIONS. Except for certain costs incurred after the thirty (30) consecutive
days because of termination of the SERVICES as specifically provided in
Paragraph 11, neither party shall be liable to the other for costs incurred by the
other as result of any delay of failure to perform arising out of the FORCE
MAJEURE EVENT.

The CONTRACTOR shall have no obligations to the COMPANY, nor shall the
COMPANY have any obligation to the CONTRACTOR with respect to any damage
to or loss of property caused by the perils of war (declared or undeclared),

insurrection, riot, revolution, nuclear reaction, or other similar perils.

SUBCONTRACTORS
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The CONTRACTOR shall not, without the prior written consent of the COMPANY
(which shall not be unreasonably withheld), subcontract or delegate any of the
SERVICES to any parties, other than those listed as SUBCONTRACTORS to the
CONTRACTOR as contained in the PROPOSAL.

Other than those SUBCONTRACTORS listed in the PROPOSAL, the CONTRACTOR
shall procure the performance of any portion of the SERVICES by any additional
SUBCONTRACTORS only after the CONTRACTOR has received written
authorization from the COMPANY to subcontract that portion of the SERVICES. If
not already included within the PROPOSAL, the CONTRACTOR shall promptly
submit to the COMPANY REPRESENTATIVE, for the COMPANY’s approval, the
CONTRACTOR's subcontracting plan. This subcontracting plan shall specifically
identify those portions of the SERVICES which CONTRACTOR proposes to
subcontract. In procuring such SUBCONTRACTORS, the CONTRACTOR shall only
select such SUBCONTRACTORS who are fully qualified to perform said portion of
the SERVICES.

After receiving COMPANY’s written authorization that a portion of the SERVICES
may be subcontracted, the CONTRACTOR shall, before procuring any
SUBCONTRACT, submit a notification to COMPANY containing the following

information:

20.21. Ifthe proposed SUBCONTRACTOR is a sole proprietorship or partnership,
the name(s), and addresses) of the proprietor of all members of the

partnership, as the case may be.

20.2.2. Ifthe proposed SUBCONTRACTOR is a company, the place of its

incorporation or formation and its corporate headquarters.

20.2.3. The name and address of the proposed SUBCONTRACTOR's principal
bank; and

20.2.4. Evidence acceptable to the COMPANY of the proposed
SUBCONTRACTOR's qualification to perform the SERVICES to be

subcontracted.

The COMPANY shall, in timely manner:



Public - ple

20.5

20.6

20.7

20.8

SHARAKAT g

olall ol il duagaull dényiill
SAUDI WATER PARTNERSHIP COMPANY

20.3.1 review the information; and

20.3.2 provided that the proposed SUBCONTRACTOR is, in the COMPANY's
opinion, both professionally competent and financially able to perform the
SERVICES to be subcontracted,

advise the CONTRACTOR in writing of non-objection to the proposed
SUBCONTRACTOR.

If the COMPANY objects to the proposed SUBCONTRACTOR, the CONTRACTOR
shall either itself accomplish the SERVICES which would have been performed by
the proposed SUBCONTRACTOR or shall select another SUBCONTRACTOR to
which the COMPANY has no objection.

In the event of any material breach of the CONTRACT by the CONTRACTOR and
without regard as to whether the COMPANY terminates the CONTRACT or portion
of the SERVICES pursuant to Paragraph 12, the CONTRACTOR shall, if the
COMPANY requests, assign to the COMPANY all of its rights under all
SUBCONTRACTS entered into by the CONTRACTOR, and the COMPANY may, to
the extent permitted by applicable law and after prior written notice to the
CONTRACTOR, enforce directly against any such SUBCONTRACTOR all rights of
the CONTRACTOR under such SUBCONTRACT. All SUBCONTRACTS entered into
by the CONTRACTOR shall contain a provision whereby the SUBCONTRACTOR
agrees and consents to such assignment by the CONTRACTOR to the COMPANY.

In the event of any material breach of the CONTRACT by the SUBCONTRACTOR,
subject to the provisions of Paragraph 12, the CONTRACTOR shall, if the
COMPANY requests, procure a suitable replacement SUBCONTACTOR in
accordance with the provisions of Paragraphs 20.1 and 20.2. For the sake of clarity,
following any request made by the COMPANY pursuant to this Paragraph 20.6, the
CONTRACTOR shall not be entitled to any amendment to the amount of any

payment milestone, as set out in Article 5.

The CONTRACTOR shall include in every SUBCONTRACT under this CONTRACT,
a provision prohibiting any further subcontracting of any portion of the SERVICES
by the SUBCONTRACTOR.
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The CONTRACTOR shall be fully responsible to the COMPANY for the acts and
omissions of all SUBCONTRACTORS and their personnel. Nothing in the
CONTRACT shall create any contractual relation between the COMPANY and any
SUBCONTRACTOR unless the COMPANY elects to exercise its rights under
Paragraph 20.5. The COMPANY's approval to subcontract any portion of the
SERVICES and the COMPANY’s non-objection to CONTRACTOR's
SUBCONTRACTOR selection shall not relieve CONTRACTOR of any of its
obligations under this CONTRACT. All reference in this CONTRACT to any
performance payment, act, default, omission, breach, or negligence of the
CONTRACTOR shall be deemed to include any or the same by a
SUBCONTRACTOR.

PUBLICITY RELEASES

Should the CONTRACTOR or any SUBCONTRACTORS desire to publish or release
any publicity or public relations materials of any kind concerning or relating to the
CONTRACT, the CONTRACTOR shall first submit such materials to the COMPANY
for review. The CONTRACTOR shall not publish or release and shall ensure that
SUBCONTRACTORS do not publish or release, any such material without the
COMPANY’s prior written approval.

GOVERNING LAW AND CONTRACT LANGUAGE

The CONTRACT shall be governed by the laws of the KINGDOM.

The language of the CONTRACT shall be In Arabic and English, In the event of any

contradiction between the two languages the Arabic shall prevail.

GENERAL PROVISIONS

The CONTRACT supersedes all previous agreements, correspondence and
understandings between the parties concerning the SERVICES, and constitutes

their entire agreement concerning the SERVICES to be performed hereunder.
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24.0 Notices

Any notice other communication from one Party to the other Party whichis required
or permitted to be made under the provisions of this Agreement shall be (a) made
in the English language, (b) made in writing, (c) delivered personally (by hand deliver
or by courier) to the address of the other Party which shown below or to such other
address as the other Party shall by notice require, or sent by E mail or sent by
facsimile transmission (with receipt of transmission confirmation) to the facsimile
number of the other Party which is shown below or to such other facsimile number
as the other Party shall by notice require, and (d) marked for the attention of the
person(s) designated below or to such other person(s) as the other Party shall by
notice require. Any notice or other communication made by one Party to the other
Party in accordance with the foregoing provisions of this Paragraph 1.24 shall be
deemed to be received by the other Party, if delivered by hand or by courier on the
Day onwhichiitis left at that Party's address, or if sent by facsimile transmission, on

the next business day following the day on which it is sent to that Party’s address

The Chief Executive Officer

Saudi Water Partnership Company S.IM.L.L.C
P.O. Box 300091

Riyadh 11372

Kingdom of Saudi Arabia

Telephone: +966-11-2808910

Telefax: +966-11-2808929

CONTRACTOR
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Managed Services, Party from time to time may change its address, facsimile
number, or other information for the purpose of notices to such Party by
giving notice specifying such change to other Party at least Five (5) days in

advance.

25. Cyber security requirements

a. Cyber security requirements
1. The second party is committed to applying the cybersecurity requirements and policies

of the first party and the relevant legislative and regulatory requirements.
2. Assess cybersecurity risks and ensure that there is control over those risks.

3. Cybersecurity operation centers managed for operation and monitoring, using remote

access, should be fully located within Saudi Arabia.
4. Cybersecurity requirements should be reviewed with the second party periodically.

5. Return and Destruction of Data: Upon termination of the contract, the third party is
required to return all data to Saudi Water Partnership Company in a format agreed upon in
advance. Additionally, they must securely delete and destroy any remaining copies of the

data, ensuring that it is unrecoverable

b. Saudi NCA controls:
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1. The second party commits to implementing the cybersecurity requirements and policies

of the first party and relevant legislative and regulatory requirements.

2. Conduct risk assessment throughout all system lifecycle stages (prior to development
initiation, during development phase, and before deployment to the live environment), and
ensure measures are in place to control those risks when legislative and regulatory

requirements change.

3. Cybersecurity operations centers for operation and monitoring, utilizing remote access,

must be entirely located within the Kingdom of Saudi Arabia.
4. Establish separate test and live environments.

5. Conduct vulnerability scanning and apply patches\service packs before deploying to the

live environment.

6. Adhere to cybersecurity requirements within IT project management.

c. Software Development:
1. Utilize multi-tier architecture principle.

2. Avoid using any insecure external systems (development library).
3. Evaluate the system using OWASP methodology.
4. Implement Secure Coding methodology.

5. Perform penetration testing of the system before launch.

d. National Data Management Office Controls:
- The second party must comply with all data protection controls issued by the National

Data Management Office (NDMO).



